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Abstract— Peer-to-peer (P2P) computing or networking is a distributed application architecture. The tasks and workload are partitioned between multiple peers.
Peers are equally privileged, equipotent participants in the application. P2P file sharing is the distribution and sharing of files using P2P networking technology. The
peers of such networks are end-user computer systems that are interconnected via the internet. In this paper we develop a systematic methodology to identify P2P
nodes, perform suitable cluster operation to transmit files between various peers. In-case of any fault nodes identified in the transmission path suitable alternate path

must be identified so that the file can reach the destination safely.

Index Terms— P2P, Network analysis, Clustering, Encryption, Routing.

1 INTRODUCTION

A peer-to-peer network is a network in which any node in the net-
work can act as both a client and a server. Over the last few years,
peer-to-peer (P2P) file-sharing has relentlessly grown to represent a
formidable component of Internet traffic. P2P volume is sufficiently
dominant on some links to incent increased local peering among
Internet Service Providers [1], to observable yet unquantified effect
on the global Internet topology and routing system not to mention
competitive market dynamics. P2P networking refers to virtual net-
works of computers that replace the distinct notions of server and
client nodes with the the notion of peers. Despite huge differences
among peers with respect to processing, connection speed, local
network configuration or operating system, each member of the P2P
network has the same functionality at the application layer. This
peering functionality is in contrast to traditional network systems
such as DNS where there is a clear distinction between the opera-
tions performed by each node. The absence of centralized authorities
in P2P networks results in a totally distributed configuration of di-
rectly connected peers. Some P2P networks also have a small set of
special nodes that usually handle queries.

The main application of such networks is file sharing among users.
While P2P networks became popular only during the last few years,
the concept of P2P networking was introduced early in the evolution.

2 RELATED WORKS

Many peer-to-peer networks have been proposed for different appli-
cations in the literature; see, for example, [6], [7], [8], [9], [10], [11],
[12], [13]. In this paper, we focus on peer-to-peer networks for effi-
cient distributed data (file) sharing among peers.
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of network communication systems. In fact both ARPANET in the
late “60s and Usenet in the late 80*s are in a sense early predecessors
of today*s P2P networks; they were distributed, decentralized net-
works intended for file transfer and sharing among equal peers. With
the dramatic growth of the Internet in the early “90s, the popularity
of the world-wide web somewhat displaced use and development of
P2P networks. However, a series of technological developments lead
to the explosion of P2P applications. First, the MPEG Audio Layer-3
(i.e., the popular mp3) encoding (1995 [2]) which facilitated huge
data compression gains, accompanied by the release of free mp3
players, pervasively available by 1997 (e.g., winamp [3]). Encodings
that offered considerable reduction for video data were also devel-
oped later (e.g., DivX [4] in 1999). Second, the increase of available
bandwidth to end users with broadband technologies that provided
inexpensive high-speed Internet access. Third, the pivotal Napster
network [5] fielded in 1999 revolutionized file sharing, even though
Napster was technically a hybrid-P2P rather than a pure P2P network
since it retained the notion of a server for indexing content of the
peers. Despite this dramatic growth, reliable profiling of P2P traffic
remains elusive. We no longer enjoy the fleeting benefit of first gen-
eration P2P traffic, which was relatively easily classified due to its
use of well-defined port numbers.

Gnutella [11] is a decentralized unstructured peer-to-peer network.
The network is formed by peers joining the network following some
loose rules. There is no constraint on the network topology. To look
up a data item, a peer sends a flooding query request to all neighbors
within a certain radius. As Gnutella has no requirement on the net-
work topology and data placement, it is extremely resilient to peer
joining and leaving the system frequently. However, flooding is not
scalable and consumes a lot of network bandwidth. Also, it is diffi-
cult to find a rare data item as it has to flood the query request to
most of the peers.

BitTorrent [12] is a centralized unstructured peer-to-peer network for
file sharing. A central server called tracker keeps track of all peers
who have the file. Each file has a corresponding torrent file stored in
the tracker which contains the information about the file, such as its
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Fig.1: System Flow Architecture
request, the tracker sends back a random list of peers which are
downloading the same file. When a peer has received the complete
file, it should stay in the system for other peers to download at least
one copy of the file from it. Since BitTorrent uses a central server to
store all the information about the file and the peers downloading the
file, it suffers so called “single point of failure” problem which
means that if the central server fails, the entire system is brought to a
halt. Note that in some literatures, hybrid peer-to-peer networks were
used to refer to the centralized peer-to-peer systems such as BitTor-
rent.

Unlike previous work that proposed new centrally coordinated me-
chanisms [14] and new pricing mechanisms to incentivize uncoordi-
nated p2p schemes [15], we study the effectiveness of using the pop-
ular BT algorithm for file distribution. While the performance of BT
has been studied extensively as a file-sharing protocol [16], [17],
[18], to the best of our knowledge, we are the first to study the per-
formance of BT as a file distribution protocol. In file distribution, the
system provides a server (BT seed) as a constant source of data con-
tent for clients that download a file and clients generally leave the
system on download completion.

3 PROPOSED SYSTEM

The proposed architecture consists of various stages such as P2P
node detection, P2P clustering, Data Encryption using K mean clus-
tering and perform data transformation by eliminating the fault node.
Firstly, analyzing the network streams by P2P-nodes detection algo-
rithm, we can get the sets of P2P-nodes. Secondly, because each P2P
application has its own typical P2P protocol and the nodes in one
P2P application have exchanged data frequently, the P2P-nodes clus-
tering algorithm analysis the network streams of P2Pnodes, stats the
symmetry, quantity and frequency of the data exchanged between
each pair of nodes, and clusters a P2P application based on K-mean
clustering algorithm. Finally, path to transfer the data must be chasen
in such a way that it must not contain any fault node.
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3.1 P2P Node Detection

Any system or device connected to a network is also called a node.
Each device on the network has a network address, such as a MAC
address, which uniquely identifies each device. In order to get more
information from the network as soon as possible, the P2P-nodes
would create connections with the other nodes as many as possible,
which basically exhibit the characteristic of paroxysm. Furthermore,
because the P2P nodes are decentralized, each node would have con-
nected to much more subnet and network nodes than the common
nodes.

The average of the connections can be performed by

k=1 (1)

In a T period, there are m times sampling. For each network node S,
cumulates the connections at each sampling time, and form a collec-
tion {Ns1Ns2, ... ,Nsm}. Ns means the number of connections of
node S.

3.2 Node Clustering

K-means is one of the simplest unsupervised learning algorithms that
solve the well known clustering problem. The procedure follows a
simple and easy way to classify a given data set through a certain
number of clusters (assume k clusters) fixed a priori. The main idea
is to define k centroids, one for each cluster. These centroids should
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be placed in a cunning way because of different location causes dif-
ferent result. So, the better choice is to place them as much as possi-
ble far away from each other. The next step is to take each point
belonging to a given data set and associate it to the nearest centroid.
When no point is pending, the first step is completed and an early
groupage is done. At this point we need to re-calculate k new centro-
ids as barycenters of the clusters resulting from the previous step.
After we have these k new centroids, a new binding has to be done
between the same data set points and the nearest new centroid. A
loop has been generated. As a result of this loop we may notice that
the k centroids change their location step by step until no more
changes are done. In other words centroids do not move any more.
Finally, this algorithm aims at minimizing an objective function, in
this case a squared error function. The objective function

k n

1= Yl e

j-1i-1
2

where ‘||Xj L cj||” is the Euclidean distance between x; and cj ,‘n’ is

the number of data points in i cluster and *k is the number of clus-
ter centers.

3.3 Data Encryption

Blowfish algorithm is used to perform encryption. Blowfish symme-
tric block cipher algorithm encrypts block data of 64-bits at a time. It
is suitable for applications where the key does not change often, like
communication link or an automatic file encryptor. It will follow the
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feistel network and this algorithm is divided into two parts such as
Key-expansion and Data Encryption.

Blowfish is designed in consideration with,

e Fast: It encrypts data on large 32-bit microprocessors at a rate
of 26 clock cycles per byte.

e Compact: It can runin less than 5K of memory.

e Simple: It uses addition, XOR, lookup table with 32-bit ope-
rands.

e Secure: The key length is variable, it can be in the range of
32~448 bits: default 128 bits key length.

4 RESULTS AND DISCUSSIONS

The nodes are obtained for which the connection is to be established
by using equation (1). Fig.2 shows that nodes are created and then
the connection is established between all the nodes by means of clus-
tering algorithm.

METWORK DEFLOYMEN]

SOURCE MOD)

Fig.2: Connection between nodes

Followed by the connection establishment source and destination
node can be selected to transfer the file between them by dividing
them into multiple packets. The file to be sent is selected and encryp-
tion is performed as shown in Fig.3.

Directory:C:\Use...

File:C:\Users\...
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The distance between each and every node is calculated based on the
clustering algorithm and their values are obtained as shown in Fig.4.
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Fig.4: Distance Calculation

Fault node can be obtained based on the distance. The alternative
path to send the packets must be provided. From the routing table
obtained best path must be selected to transmit the data as shown in
Fig.5.

Attacked Routing table for Source 1

Fault Node i3 -2 Destinatoion Distance

L1} Routing tables are altered

[ox]

GET FAULT NO GET ALTERNATE PATH

Fig.5: Alternate path

The comparison between existing and proposed is calculated. The
result obtained shows that proposed system has the highest accuracy
level. The alternate path provides the good accuracy level which is
shown in Fig.6.
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Fig.3: Data encryption

i, Efectrveness of Proposed Sy

Fig.6: Comparison for existing and proposed system

5 CONCLUSION

In this paper, node detection based on P2P node detection algorithm,
P2P node clustering algorithm and data encryption techniques are
explained. The comparison shows the better result for the alternate
path than the original path. Finally the file reaches the destination
node in more secure and shortest way.

6 FUTURE WORK

Followed by the alternative path, the behavior of the node can be
analysed. Incase if there is any presence of attackers or change in
any behavior, it can be identified and eliminated. By doing this the
file transfer can be done in more secure way.
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